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A.	File Formats
Identify the file formats used by the system to create and store data.
	     
	Are these file formats proprietary? 
	If so, can the system export the data/records in a non-proprietary format?   Which format(s)?      
	Has this been tested? 
	Can system metadata be exported to XML? 

Are images stored in the system? 
	Are the images stored in a database? 
	Can they be exported? 
Are the images and associated metadata kept together when exported? 
	Is the presentation format of the data/record key to understanding the records accurately? 
	If so, what procedures are in place to preserve the presentation?
	     
B.	Data Integrity and Authenticity
Describe the records capture and revision processes (e.g., how data is entered into and changed within the system).
	     
	Describe any audit trails in place to track the records capture process.

	     
	Describe any audit trails in place to track the records revision process.

	     
	If legacy data is replaced with new data during the revision process, is there a need to retain the data being overwritten (versioning)? 
	If so, what is the process for retaining the legacy data?

	     
	What is the process for making and documenting changes to the system itself (e.g., changing a data field)?

	     
C.	Data Security, Confidentiality and Access
Does the system contain any confidential or private data? 
	If yes, how does the system protect this data?
     
	How will access to private/confidential data in the system be handled?

	     
	Describe the process for accommodating KORA requests for records from the system (e.g., hard copy, XML file, CSV file, public web site, etc.).

	     
	What audit trails are in place to track the security of the system and to safeguard data integrity and authenticity from unauthorized changes?

	     
	Is the data in the system encrypted? 
	If so, are the encryption keys placed in escrow? 

D.	System Backup and Recovery
How is the data in the system backed up?
	     
	Has the backup recovery process been successfully tested?   How often?

	     
	Is there a disaster recovery plan in place? 
	Has the disaster recovery plan been successfully tested?   How often?

	     
E.	Electronic Records Preservation
What storage media is currently used to store backed-up/archived data? 
	     
	Describe plans for refreshing storage media used to store records in the system.

	     
	Describe the process that will be used to monitor system and storage media obsolescence. 

	     
	How will decisions be made on when and how to convert or migrate data in the system to new software or hardware platforms.

	     
	How will decisions be made on when and how to convert or migrate to new storage media?

	     
	If records are not going to be maintained within the active system how will they be preserved and retrieved during the entire retention period?

	     

