Managing Electronic Mall
Guidelines for Kansas Government Agencies
These Guidelines were drafted by the ElectronicoRéxCommittee, a subcommittee of the Kansas Irdtion
Technology Advisory Board (ITAB), and its E-Mail SlaForce, in the Spring of 2001. The Guidelinesenendorsed

by ITAB on October 16, 2001, and approved by tHermation Technology Executive Council (ITEC) on W3,
2002.

Scope

These guidelines apply to state and local governagencies in the State of Kansas. Other govertahentities may
also wish to follow these guidelines as appropriate

Intent and Purpose

The intent of these guidelines is to provide anplar requirements, guidelines and best practioeslectronic mail
(e-mail) messages that meet the criteria for recasddefined by Kansas Statutes Annotated (KSAKamdas
Administrative Regulations (KAR), and come undex jilwrisdiction of theState Records Board

These guidelines have a two-fold purpose. Fingly tare intended to assist agency employees inlgorgpvith
Kansas public records law in their use of e-m8iécond, the guidelines promote best practices aggestions that
facilitate the effective capture, management, atention of electronic messages as public records.

Records are a resource critical to the operatistaié government. They serve as the organizatioamory,
providing evidence of past activity and forming thesis for future actions. State records may $lrpiroof of a
particular action, contain information that progettte rights of individuals or the government, dodument decisions
made during the course of state business. Whetnatied systematically, records are an asset; tlhh&wmanaged
haphazardly, they are a liability. Agencies haweresponsibility to all citizens of Kansas to ngmatate records
effectively and efficiently, regardless of the teology used to create the records.

Introduction

Electronic mail systems, commonly called e-mai, laecoming the communications method of choicerfany public
officials and public employees in Kansas. E-madksages are often used as communication subsfibutie
telephone as well as paper-based means of infaymatnsmission. This combination of communicatod record
creation/keeping has created ambiguities on thasstd e-mail messages as records.

The management of e-mail systems touches on nalaflynctions for which a government agency is
dependent on recordkeeping: privacy, administratiial records management, administrative security
auditing, access, and archives. The need to maerawl messages and systems properly, then, satine as
for other records keeping systems -- to ensure tamge with Kansas laws concerning the creation of,
retention of, and access to public records.

Government agencies that use electronic mail haweblgation to make employees aware that e-mail
messages, like paper records, must be retainedesirbyed according to established records manageme
procedures. Agencies should establish procedmesapabilities to facilitate e-mail records mamagat.
Procedures and system configurations will vary edicg to the agency's needs and the particulamhenel
and software in place.

These guidelines are based partly upon the worlk thgrthe Ohio State Historical Society, Maine State
Archives, Delaware State Archives and Florida Depant of State (see bibliography for citationsheif
work is included here with their kind permissioie appreciate their expertise and generosity.

Definitions
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E-mail systemsare store-and-deliver software systems that t@mspessages from one computer user to
another. E-mail systems range in scope and size & local area network e-mail system that shuffles
messages to users within an agency or office e area network e-mail system that carries messty
various users in various physical locations; tetinét e-mail that allows users to send and recaagsages
from other Internet users around the world.

E-mail messagesare electronic documents created and sent onvestdly a computer system. This definition
applies equally to the contents of the communicatibe transactional information, and any attachsen
associated with such communication. Thus, e-magsages are similar to other forms of communicated
messages, such as correspondence, memorandar@andrdetters.

Legal Requirements

Kansas Statutes Annotated (KSA) includes no smeddfinition for electronic mail; howeveSA Section
45-402(d)provides the following definition:

“Government records” means all volumes, documeatsyrts, maps, drawings, charts, indexes, plans,
memoranda, sound recordings, microfilms, photograptords and other data, information or
documentary material, regardless of physical forraharacteristics, storage media or condition of
use, made or received by an agency in pursuaniesvadr in connection with the transaction of

official business or bearing upon the official &ities and functions of any governmental agency.

Clearly, an e-mail message is a document or itezated or received by a public office. Whetherdhmaalil
serves to document the organization, functiondcigsl, decisions, procedures, operations or ottiriges is
the deciding factor as to its status as a rec®hds is true of any communication, whether eledocar paper.

E-mail messages that meet the criteria of the digimof a record must be scheduled and retainethi®
appropriate time period before disposition. Scliadie-mail is discussed in detail below.

E-mail messages that meet the criteria of the diglimof a record may be considered public rec@d must
be available to the public. A record must meetdégnition of a public record as defined in thensas Open
Records Act. This definition is found KSA 45-215 through 45-223vhich states in part:

“Public record” means any recorded information aregess of form or characteristics, which is
made[,] maintained or kept by[,] or is in the passen of any public agency....

All public records shall be open for inspectiondmny person, except as otherwise provided by this ac
and suitable facilities shall by made availablesbgh public agency for this purpose.

As with any format, an e-mail message is considarpdblic record unless it falls under one of tkeeptions
listed in the Open Records Act, or other statefaddral statutes and regulations. These records Ineu
maintained and made accessible to the public upguest through the appropriate retention period.

Retention and Scheduling Requirements

E-mail itself is not considered a record seriesaiegory. It is a means of transmission of message
information. Like paper or microfilm, e-mail isehmedium by which this type of record is transmdittdust as
an agency cannot schedule all paper or microfilcongs together under a single retention periodhgancy
cannot simply schedule e-mail as a record sefegher, retention or disposition of e-mail messagast be
related to the information they contain or the msgthey serve. The content, transactional infdomaand
any attachments associated with the message asaleoed a record (if they meet the KSA criteri@he
content of e-mail messages may vary considerahtytlzerefore, this content must be evaluated terdehe
the length of time the message must be retained.

Simply backing up the e-mail system onto tapedh@ronedia, or purging all messages after a setamof
time are not adequate strategies for managing d-mai
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For more information on records management in ygency, contact your agency's records officer er th
Records Management SectiohtheKansas State Historical Societly(785) 272-8681, ext. 288.

For the purposes of this document, there are fatagories of e-mail retentionon-record messages
transitory messagesintermediate messagesandpermanent messagesAn example of a mailbox with filed
email messages is included as Appendix .

Non-Record Materials

E-mail messages that do not meet the criteria@KiBA definition of a record may be deleted at aimge,
unless they become part of some official record essult of special circumstances. These typeseskages
may include:

Personal Correspondence

Any e-mail not received or created in the coursstafe business, may be deleted immediately, direaot
an official record: the “Let's do lunch” (not a &tdusiness lunch) or “Can | catch a ride homegtgpnote.

Non-State Publications

Publications, promotional material from vendors] aimilar materials that apublicly availablgdto anyone,
are not official records unless specifically inamr@ted into other official records. In the eleaimoworld, this
includes e-mail list messages (other than thoseppatiin your official capacity), unsolicited protiomal
material (“spam”), files copied or downloaded frémternet sites, etc.

These items may be immediately deleted, or maiathin a “Non-Record” mailbox and deleted latert ps
you might throw away the unwanted publication arpotional flyer.

However, for example, if you justify the purchaseamew office copier by incorporating the revieyasi
saved from a business equipment electronic mdikhgn your proposal to your boss, those list nages
become official records and must be retained imatance with the retention schedule for purchasing
proposals.

Users should realize that depending on the settigge e-mail system, messages deleted from axintay
remain on the system anywhere from one to sixtgdaylonger. See Appendix Il for more information

Official Records -- Retain As Required

E-mail messages that meet the definition of a k@othe KSA are official records and must be scied
retained and disposed of as such. These offie@rds fall into the following categories:

Transient Retention

Much of the communication via e-mail has a venyitiét administrative value. For instance, an e-mail
message notifying employees of an upcoming meetmgd only have value until the meeting has been
attended or the employee receiving the messagmadsed the date and time in his/her calendar.

Transitory messages do not set policy, establistejoes or procedures certify a transaction oobe a
receipt. The informal tone of transitory messagéeght be compared to a communication that might fllace
during a telephone conversation or conversatiamioffice hallway. These types of records aresieart
documents and can be scheduled usindgciresas State Records Management General Retemtibn a
Disposition Schedule

Transient Documents: Includes telephone messagpfts dnd other limited documents, which serve
to convey information of temporary importance guliof oral communication.
Retention: Until no longer of administrative valtleen destroy.

Intermediate Retention
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E-mail messages that have more significant admatige, legal and/or fiscal value but are not sched as
transient or permanent should be categorized unitier appropriate record series. These may indlbidieare
not limited to):

Routine Correspondence: Includes incoming and anggdetters and memoranda
Retention: Retain until no longer useful, then oBst

Activity Reports: Internal documents used to comiatistics on agency activities: traffic reports,
activity logs, etc.
Retention: Retain 2 fiscal years, then destroy.

Permanent Retention

E-mail messages that have significant administeategal, fiscal and/or historical value, and areesluled as
permanent, also should be categorized under th®pipgte record series. These may include (buhate
limited to):

Minutes: Proceedings of regular or special meetagfgoommittees, commissions, and other standing
or ad hoc organizations.
Retention: Retain until no longer useful, then sfento the archives.

Policy Statements: Original copies of formal expldons of agency policies and procedures.
Retention: Retain until no longer useful, then $fanto the archives. Retain convenience copiék un
no longer useful, then destroy.

Not all e-mail messages will fall into these receedies. For more suggested retention periodsutbtine
Kansas State Records Management General RetemtibBiaposition Scheduland your agency's retention
schedule.

Guidelines and Best Practices for Managing E-mail

Record Copy E-mail

E-mail users should be aware that e-mail messagesfi@n widely distributed to a number of various
recipients. Determining which individual maintaih® record copy of the message, i.e. the origimedsage
that must be retained per the retention schedulgtél to e-mail management. If the holder of tbeord copy
is not identified and aware of his/her respondigithe agency may find that no one retains thesagss or that
everyone retains the message. Neither of thes@sos is appropriate.

For example, agency policy documents which arestratted to multiple recipients via an e-mail systeeed
not be maintained by each recipient beyond hissomieed for this information if record copy respbitisy is
established so that the record is maintained byesuifice or agent for its established retentionqekr In this
example, a logical record copy responsibility resth the creator of the policy document. Promgledon of
duplicate copies of e-mail messages from an e-syatem makes the system as a whole much easier to
manage and reduces disk space consumed by redunfientation.

Generally speaking, the individual who sends arad-message should maintain the record copy of the
message. However, the varied uses and wide disiib of e-mail may result in many exceptions te thle
that will have to be dealt with internally.

Filing
Non-transitory e-mail messages should be filedwag that enhances their accessibility and thalitates
records management tasks. Agencies should setmpdify e-mail systems to facilitate records maragnt

and appropriate filing systems (see Appendix lIrfamre detail). Procedures and systems configursitiall
vary according to the agency's needs and the pktibardware and software in use.
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In addition to the IN and OUT boxes that come vaittnail system, there is usually the option of éngpdther
“mailboxes” or “folders.” After brief periods in hIN-OUT boxes, messages should be transferreth&y o
boxes, based on business and retention requiremertanples are provided in Appendix .

Employees should be responsible for classifyingsages they send or receive according to conteat, th
agency's folder/directory structure and establishecbrds series.

Distribution Lists

If a message is sent to a “distribution list” (aotelectronic mailing list, but a specified listinflividuals), a
copy of the members of that list must also kep@affong as the message itself. It is of littligao know
that the “Emergency Alert!” notice went to “Secwyriteam,” without knowing whether Thomas S. receitresl
message. Nicknames present a similar problem.

Distribution lists may be updated over time, anelltbt that a message was sent to may change betivee
time the message was sent and the time a decssioade regarding the record status of that messHue.
metadata for a message should include all recipieihd message, and should list members of allisivn
list.

Subject Lines

Fill in the subject line on your e-mail both to p¢he recipient identify and file messages, andedip file the
OUT box messages that must be retained for sonedpeBubject lines should be as descriptive asiples

The following are some examples of poor and godujest lines for the same message...

Poor or confusing subject lines Better, descriptive subject lines
“helpful info” “contact info”

“report” “quarterly financial report”
“minutes” “Jan 99 board minutes”
“important” “revised admin. procedures”
“news” “new agency head appointed”

Subject lines can also be used to aid in the rietenff messages. Retention codes, record setles, tr
retention period information can be added at theeadrthe descriptive subject line to facilitate yasuting of
sent e-mail into appropriate folders to manage agess See appendix Il for more information.

Storage of E-mall

It is recommended that agencies explore three mptidhen retaining records from an e-mail systemline
storage near-line storage andoff-line storage It is important to remember that messages oaleho be
retained and stored for as long as the retentiongeequires. Very few messages must be maintdioea
long period of time or permanently. The storage¢hme of e-mail may also depend on the retentioiopesf
the record. Messages that need to be retainexifononths should be relatively easy to maintairiran
current mail system and then delete. Storage idesisor messages that need to be retained perriaméih
more require careful consideration.

Each of these options carries with it benefits disddvantages and may be affected by an agency's
information technology environment. In all thesergarios it is important to incorporate metadata
considerations into the storage decision. (Inctbistext metadata refers to information such adesgn
recipient, date, routing, subject lines, systernmfation and manuals, etc.)
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On-line Storage

On-line storage is defined as storage of e-mailsangss, metadata, and attachments in an e-mail
system that is being used at an agency. The systase does not necessarily have to be the same
throughout the retention. For example, a messagedsin “GroupWise Mail” may also be accessed,
read, and then stored again by using “Outlook Mail.

On-line storage maintains the full functionalitytbé e-mail message, and allows users to recall the
message at any time for reference or respondindis@dvantage of on-line storage is the potential
costs and effects of storage on the performantieeog-mail system. Any solution to e-mail retenfio
which includes on-line storage, should be done aftgr consultation with the agency information
resource manager and the agency network admimis{isge Appendix Il for more details about
considerations for on-line storage).

One method of on-line storage that is a featum@arfy e-mail systems currently available is the thve”
feature. “Archiving” allows the user to move magss to a designated database on a local drive whil
maintaining the messages in a format that is rdedapthe e-mail system. This function can deaeas
network space used by the system while allowingiger to read the messages in the format in whiep t
were received. However, this feature does notrethat the messages will be maintained with thuiir
functionality if the system is upgraded, or if asne-mail software package replaces the first. See
Appendix Il for more information.

Near-line Storage

Near-line storage is defined as storage of e-mafsages, metadata, and attachments in an electronic
record keeping system. This type of storage reguhat the message, metadata, and attachments be
removed from the on-line e-mail system and stomeahi electronic format. For example, a message
stored in an on-line e-mail system can be savexfile on a local hard drive. The file should be

stored in a format that is compatible with agenpgrations, and filed according to filing practices
established by the agency and/or user.

Near-line storage allows the user to maintain aemaig amount of functionality, in that e-mail
messages stored near-line can be retrieved anemef= electronically. In storing e-mail messages,
metadata, and attachments, users should be ctvefdintain a filing system, which is consistent
with established practices. This includes filikgjgences as well as the use of naming conventions f
computer files. In addition, users may want tosider “protecting” such records from alteration.

Off-line storage

Off-line storage is defined as the storage of e-massages, metadata, and attachments outside of an
electronic record-keeping environment. The cldaagample of this type of storage is to simply prin
out an e-mail message to paper, with its contextfiaimation and attachments in place, for filing
within existing filing systems in the agency.

Off-line storage dramatically reduces the functlidpain that e-mail messages are no longer
searchable or retrievable in electronic form. Heereoff-line storage offers users the ability to
integrate the filing of records in e-mail systemithim existing hard-copy filing systems in agencies
Any e-mail messages, metadata, and attachmene&isiéfrline should be done in a manner consistent
with agency practice.

E-mail Messages --- Rules of Evidence and Legaldoigery

Agency personnel should be familiar with both staid federal “rules of evidence” requirements. féaords
maintained in electronic information systems, idahg e-mail systems, courts concentrate on assesahat
records, and the systems in which the recordsraeed and maintained, are reliable. The religtili the
process or system used to produce records, ndypkeof media or technology used, determines the
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admissibility of records in evidence. Moreoveg tederal rules of evidence place the burden fer th
identification of relevant records on the recoréator, and often within a ninety-day time period.

At a minimum, agency personnel should ensure thewong:

e-mail systems used to create, receive and maietaiail messages have full, complete, and up-
to-date systems documentation;

e-mail systems follow all recommendations for syssecurity;
complete systems backups are regularly and condlisfgerformed;

e-mail system retains all data and audit trailseseary to prove its reliability as part of the natm
course of agency business;

the record copy of a message is identified and tamied appropriately; and

backup procedures should be coordinated with disposctions so that no copies of records are
maintained after the retention period for the rdedras expired.

Again, agency records officers need to plan foords maintenance and record copy responsibiliiethie
records system to meet requirements for reliabdiitg legal records disposition.

Public officials and agency employees should atsgpkin mind that e-mail messages, just like pageords,
might be subject to discovery if litigation is iiaited against their agency. E-mail accounts eveiged to
government employees for conducting public busineEsmployees and public officials may be requited
provide access to their e-mailstermunder these circumstances. However, the potdatidiscovery
proceedings does not release an agency and it®gegsl from maintaining e-mail messages that haaarde
status according to an approved Retention and Bigpo Schedule.

The e-mail system should allow the server admatisirto prevent scheduled destruction of recordsctv
are needed for legal and/or audit purposes.

Access

A major challenge for agency records officers iguarantee that records maintained in electrorfiariimation
systems are accessible and usable for the entigthlef the retention period. Rapid changes and
enhancements to both hardware and software compbisdhallenge. As many e-mail systems have
limitations in storage space that cause operatiprdlems when messages are stored in the systgondea
specific period (such as sixty or ninety days)cpdures must be in place to transfer records flaetmail
system to another electronic records keeping sytiameet retention requirements.

Messages should be maintained in a format thatggves contextual information (metadata) and that
facilitates retrieval and access.

The system should allow deletion of messages begerétention periods expire.

Beyond this generic challenge of technology chatigere are more mundane, but equally critical stiepts
must be in place to ensure that records createdrbgil systems can be located and retrieved wiepnines.
A central step is a system of standardized namimgentions and filing rules within the e-mail syste

E-mail messages should be indexed in an organizéa@nsistent pattern reflecting the ways in whistords
are used and referenced. Records maintained @bémdily, including e-mail messages, have an adgmnt
over conventional “hard copy” document filing systein that indexing for multiple access pointsefatively
simple and inexpensive, provided an effective imgframework is in place. Planning records indepand
retrieval points is time well spent. Unnecessangtneeded to retrieve electronic records is notlpctive
staff time, and is an annoyance to the public dk v82e Appendix | for more information aboutriilj e-mail
messages to enhance access.
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Messages should be stored in a logical filing systleat is searchable by multiple data elements.

Responsibility

Roles and responsibilities of agency personnellshioel clearly defined. Employees must understamt a
carry out their role in records management and @gemust ensure compliance with agency procedinés
Kansas law. Unauthorized users should not betatdecess, modify, destroy or distribute records.

Agency administrators, individual agency employeesprds managers, information technology (IT) ngens
and server administrators share responsibilityfanaging electronic records. Agencies should Iglear
identify the roles of each, adopt procedures, tsaff and monitor compliance on a regular ba3ise creator
or recipient should make decisions regarding messaghe agency should take appropriate measures to
preserve data integrity, confidentiality and phgsmecurity of e-mail records.

Appendix | -- Sample Filing Scheme for Electronic Muil

This sample filing scheme illustrates how electtanail can be filed in accordance with the eledtronail
guidelines and the Kansas State Records Managdbeerdral Retention and Disposition Schedule.
Applicable sections of the General Schedule argigeal in brackets.

Non-Record Messages Delete at will

Personal Messages
Family
Friends
Miscellaneous

Transitory Messages- Retain until no longer useful, then destroy.

Drafts
Publications
Reports
Memos
Meeting Notices

Intermediate Retention Messages Delete per Retention Schedule

Budget FY2001
Accounts Payable Records
[Retain three years, then destroy. General Retemtnd Disposition Schedule - Fiscal]
Budget Preparation Files
[Contact the State Archives; if not accepted byStete Archives, then destroy. General
Retention and Disposition Schedule - Administrdtive
Capital Improvement Projects Files
[Retain until no longer useful, then transfer tat8tArchives, in an acceptable format and
accompanied by sufficient metadata for purgingen&al Retention and Disposition Schedule -
Facilities Management]
Project 1
Project 2
Payroll Adjustment Records
[Retain for three fiscal years, then destroy. GanRetention and Disposition Schedule -
Fiscal]
Vendor Files
[Retain for three fiscal years, then destroy. GanRetention and Disposition Schedule -
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Purchasing/Procurement]
Vendor A
Vendor B

Routine Correspondence & MemdRetain until no longer useful, then destroy. €&mhRetention and
Disposition Schedule - Administrative]

Project 1

Project 2

Person A

Person B
Audit Reports[Retain five fiscal years, then destroy. Gen&witlention and Disposition Schedule -
Administrative]

Department A

Department B

Meeting Minutes(if e-mail version is the record copy) [Retainilnb longer useful, then transfer to the State
Archives, in an acceptable format and accompanjeslEficient metadata. General Retention and Digjom
Schedule - Administrative]

Permanent Retention Messages

Policy Related CorrespondendRetain for five calendar years, then transfethio State Archives, in an
acceptable format and accompanied by sufficienadagt, for purging. General Retention and Disfusit
Schedule - Administrative]

Project A

Project B

Issue 1

Issue 2

APPENDIX Il -- Filing Issues

E-mail messages can either be managed within thaiksystem itself, or outside of the e-mail systeBach
method has its own advantages and disadvantagab@nesources available to individual agenciesguilde
the direction an agency takes. This Appendix aiillline the issues involved with each method.

Management of messages outside of an e-mail sysareither be electronically on a shared netwokedsr
by printing the messages and filing them in a pdyaesed record keeping system. In either casendiadata
associated with each message must be maintairssria fashion so that the link between the messagjésa
metadata is maintained.

In the shared drive environment, a file structuae be set up with folders and sub-folders createsdich a
way that users can file their e-mail messagesthdorarious categories (transitory, intermediatel, a
permanent) based upon retention. The agency reodfider should work with the e-mail system
administrator to create the file structure on thared drive. When the user files a message oshaed
drive, similar filenames can be used to show tlegiaship between a message and its metadatalinKage
between a message and any attachments will ndeglrimaintained as well.

If messages are printed to paper and filed, agfitigstem should exist within the agency that feat#is the
management of paper-based records. With papeopts) the metadata will need to be printed areth#d
to the e-mail message. Another linkage, betweessage and any attachments, also needs to be mathiai
order to preserve the connection between the messayits attachments. The agency records offivenld
already be working to manage the paper-based Siystem according to the general or agency specific
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retention and disposition schedule.

Managing e-mail messages within the e-mail systaswrhany advantages. Message metadata can be
conserved. The links between messages and distriblists and attachments can be more easily @iaied.
If e-mail messages are to be managed within tiraiesystem, there are many factors that need to be
considered in the design of the system to managentssages effectively and efficiently. A filerplar
structure should be built within the system thdted to agency retention periods. As in the sthaléve
network environment, the agency records officer tede-mail system administrator should work togetb
construct this file structure so that records issare addressed.

The file structure should consist of shared foldengre agency employees can file e-mail messagesse
shared folders should be set up in such a wayntkasages can be added, and in most cases read, by
employees, but no one can delete or alter the filedsages without proper authorization (throughsyiséem
administrator/records officer) and in accordancth\aigeneral or agency-specific retention and dision
schedule. In order to protect the confidentiaditysome messages, certain folders in the strustusald be
designated as “closed,” with permissions set sorid@rds may be added to the folder, but not bsaanyone
except the filer and the administrator. Howevénngssages are subject to thpen Records Aainless the
Act, or other state or federal legislation, exengtategory of public record.

If possible, the deletion of messages that haveratention requirements should be automated tarsiiee e-
mail management. Not all e-mail systems allow anattic deletion of messages, but if so, the deletiarte
should be based upon retention periods establishede retention and disposition schedule.

In most cases, when a folder is created in an ésystiem, a description can be written that ischktal to the
properties of that folder. These descriptionsvige/able by users by selecting the “Propertieghiighen
right-clicking on the folder. This description shad closely parallel the record series descripfiom the
retention and disposition schedule and can as&stiger in understanding the folder titles whensagss are
filed. If retention codes, record series titlespther standardized retention information are ddatehe end of
message subject lines, it may be possible to auetha process of moving e-mail into folders. Tikisubject
to the features found in individual e-mail systems.

As discussed in the following Appendix, filing olessages designated as records can be a complicatats
and may require the use of tools such as a Reddadsagement Application (RMA). A RMA is a relativel
new type of software that helps users file and rgareectronic records. It provides centralizeajland
storage of electronic records, version controlradeand retrieval, as well as other functions. Rbbftware is
compatible with software products like GroupWise éime Microsoft Office Suite (Word, Excel, Powenfpi
Outlook), and makes the management of electrowiords easier and faster than ever before.

Appendix Il -- Technical Tips for Selected E-Mail Systems

Many brands of e-mail software are currently onrfegket or are coming to market in the future. Hesygstem
has its own functions and features, and while waatcendorse any one system, there are certaimgmnsgy
that are prevalent among Kansas governmental aggendhn this section we will highlight these commes
mail systems and discuss methods to facilitatertheagement of e-mail messages as records.

Novell GroupWisé&
(Note: These technical tips were developed usiru@Vise 5.5. There may be similarities to othesioas

of the softwarg. GroupWise is a groupware product, incorporaéingail, calendar, and “to do list” features.
The product also has potential as a document maragesystem, which can be used in the management of
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mail messages. The user can set up folders iniwheterred to as the “Cabinet,” which appearshanleft
side of the user screen as part of a “Folder I(&te figure 1).

Figure 1 - Screen Shot of GroupWise User Windownshg folder list

Creating & Sharing Folders

All folders in the Folder List are subfolders ofiger’s folder, or database, in the GroupWise systémcreate
a folder, selecNev® Folder from theFile menu. The user can then select whether the fdderbe a
personal folder (access given only to that useshared folder (access given to other users oaytstem).
Then selecNext. The next window allows the user to name theeokhd write a description for the folder.
By clicking Up, Down, Right, or Left, the user can position the folder within the “Geati” Click Next.
Display settings for the folder can be specifia d the folder is a personal folder, cliEknish and the folder
appears under the “Cabinet” in the Folder Listth# folder is to be shared among a group of usick, Next.
The next window has a field fdfame, into which the name of users can be enteredh Haer's name is
entered into this field, then thiadd User button is clicked to move the user into Sieare List. To grant
access permissions to the users, click on thesisarhe in the “Share List” and select the accessropfor
each user. The options akdd, which allows a user to add items to the shar@efpRead which grants the
right to view or read an itenkdit, which allows a user to edit or change an itend; @elete which controls
who can delete an item. When the access opti@ngranted to all users in the shared folder, dficksh to
complete the process of creating the folder. BupWise is to be used in an agency to manage e-mail
messages, we recommend that users be granted ‘&@tfj'in most caseRead permissions, but ndidit or
Delete If a folder is created for confidential, or Opeacords Act exempted, messages, users shoulégnot b
granted the right to read messages in that foltfex.user has permission to delete messages aidktatally
deletes an item in a shared folder, only the creato‘Owner” in GroupWise terms, can undeleteiteen (by
selecting the item in the “Trash” and choositdeletefrom theEdit menu). The deleted item will appear in
the owner’s trash, but not in the trash of the ugew deleted it. (Items can also be undeletechby'brag and
Drop” method where the user clicks on the item whig mouse and while holding the left mouse budtown,
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drags the item to another folder and out of thshtha

Attachments & Distribution Lists

File attachments and distribution lists, if lar¢jeain two kilobytes, are stored as individual fileshe
GroupWise post office’s file attachments directofhese files are encrypted with the GroupWise petary
encryption technology and cannot be viewed or ogdayestandard document viewers or other programs.

Saving Messages

GroupWise also has an “Archive” feature which allowsers to save e-mail messages outside of thensyst
but maintain the functionality of GroupWise. Talive an item, select the item by clicking oncetpthen
chooseArchive from theActions menu. This will move the item out of the useribax and essentially out of
the GroupWise system onto a shared network drigpgdding on how the system is set up, a user’svarch
may be part of the user’s directory on the netwoik) view the message again, sefépen Archive from the
File menu. The e-mail message can be read, but im tordeply or forward the message it must be mawed
of the Archive (click on the message, and unchkeldtchive choice in théActions menu). If a message in a
personal folder is archived, the user’s Archivd slilow the message in the folder within the Archive
However, items in a shared folder can only be aszhby the owner (creator) of the shared folded, @ not
viewable by any user except the owner, includirggéhwithRead permissions.

If GroupWise messages are to be saved on a shatednk drive outside of the GroupWise system, a-$tap
process is required. If the message is highlightdgble user database or if the message is opemdéssage
can be saved by selectiBgve As...from theFile menu. This saves the message. To save the pongisg
metadata, the user must seleobperties from theFile menu, then when the properties window is opercsel
Save As...from theFile menu in that window. The user should give bothrttessage and the metadata
similar filenames so that the relationship betwntwo can be maintained. GroupWise will provide
filename for the message based on the e-mail sujedefault (with an “*.mlm” file extension). Buthen

the metadata, or properties, are saved, GroupWlkgive a cryptic filename, without file extensipto the

file. The user can type in a new filename, anduihgive the file a name that relates it to the sags.
Agencies should develop policies outlining consisteaming conventions if this approach is taken.

Attachments can be saved outside of GroupWise legtigg Save As...from theFile menu or clicking the
Savebutton (a icon of a floppy disk with an ellipse) the Message window. This will bring up tBave
window; select the attachment and designate teedihe and directory. (An alternative is to riglitkcon the
Attachment icon and selectii@ave As.., then entering a filename and choosing a direaitgttyin the Save
As window.) As with saving metadata to a shared neéiwa naming convention should be followed thdt wi
intellectually link the attachment to the corresgiolg message.

Each method has implications on recordkeepingndJsie “Archive” feature within GroupWise guarantee
that the saved messages can be read properlyheittotrresponding metadata, attachments and distribu
lists. However, ensuring access to the messagée ifuture requires the maintenance of the GrogpWi
system, with upgrades and so forth, throughouetitee retention period of the saved messages. gairdy
through the upgrade process does not guarantesatad messages will be accessible with the nesiorer
Policies or procedures that require messages $aved by the “Archive” function will tie the agenttya
proprietary system for the entire retention pewbddny records maintained in such a system as Gy

Using the shared drive method will not require @gpietary system to be maintained over the lif¢hef
records in the system. This method does requiesus go through the two-step process of savirgsages,
with related metadata and attachments. This bucdarhamper the recordkeeping process since oalyntist
conscientious user will follow it to ensure thag tnessages are preserved.
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Deleting Messages

When the user deletes a message from the inboxryéiseage is transferred to the user’s “Trash” foldéne
message will remain in the “Trash” for a periodiofe, depending on the setting in the system. Hange the
settings, seledptions from theTools menu, and then double-click &mvironment. In theEnvironment
window, select th€leanup tab. Cleanup allows the user to set tlimpty Trash command to either manual
or automatic after a set number of days.

GroupWise stores information in two databases: dat@bases and message databases. A user dasabase
created for each user on the system and consi#ite @fiformation in the user’s inbox, i.e., messsgigject
heading, sender, date and time of receipt, et@ fmibéssage database is where the actual messagtsrace
The software then creates pointers between theousesers and the messages. For example, if @resands
a message to one or more users within the samefficst, GroupWise will store only one copy of the
message in the message database and places a mthmessage in each of the recipient’s usiebdaes.
When a recipient deletes the message, the useiuialig only deleting the pointer to the messagenfthe
user's database. The message remains in the reedstadpase until all users have deleted the pdintbe
message from their user database, even iEthpty Trash time setting in a user’'s database has expireds Th
is important to remember when managing “deletedias messages because the user can assume that a
message has been deleted when it actually hasAsotvith all records, e-mail messages must be nmethag
according to best records management practicdsding proper disposition when the retention petieg
ended. If the message is not to be retained pentign either within the agency or by transferhie Btate
Archives, then steps must be taken to ensure thygepdeletion or destruction of the message.

Microsoft Outlook*

(Note: These technical tips were developed usintp@ki2000 and Outlook 98, with Outlook Expreskere
may be similarities to other versions of the sofeyaOutlook is similar to GroupWise in that it inparates
many of the same features (e-mail, scheduling).etcdoes differ in how it names particular fupats, and in
the processes to set up folders and the like.
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Figure 2 - Screen Shot of Outlook 2000 “Outlook agdwindow showing “Folder List” and “Messages”

Creating & Sharing Folders

Outlook refers to the user interface as “Persoplldfs.” The user can create additional foldedsignor her
Personal Folder, and the folders can be displaydidei “Folder List” (see Figure 2, left). Thesewfelders
also can be displayed under “Messages” on the tOkiToday” view (as shown in Figure 2, right) by
selectingCustomize Outlook Today...(upper right of View), and clicking o@8hoose Foldersutton for
Messages The user can then check the folders to be disgdlaTo create a new folder, Click Bite and
selectNew® Folder, or click the on theNew button and seledtolder (alsoCtrl+Shift+E keyboard
shortcut). This brings up th@reate New Folderwindow, which allows the user to give the Folderaane,
and to select its contents and placement withirPérsonal Folder.

Folders can also be shared among users. To Shaldea users should right-click on the folderyttveant to
share, seled®roperties and choose thermissionstab. ClickAdd to add users. Then permissions can be
granted to individual users by highlighting a naanel selecting individual permissions. Outlook #8vides
the option of choosing one of nine “Roles” fromwlyglown menu to simplify the process. Each rads b
number of permissions preselected. The roles (@atimissions, shown as checked boxes in permission
window) are:

o Owner(create items, read items, create subfoldersefadner, folder visible, edit allems, delete
all items);

o Publishing Editor(create items, read items, create subfoldersefolisible, edit alitems, delete all
items);

o Editor (create items, read items, folder visible, ediitams, delete altems);

o

Publishing Author(create items, read items, create subfoldersefaliible, edit owntems, delete
own items);

Author (create items, read items, folder visible, edihatems, delete owitems);
Nonediting Authofcreate items, read items, folder visible);
Reviewel(read items, folder visible);

Contributor (create items, folder visible); or

o O O o o

Nonemay be selected to grant no permissions.

Saving Messages

Outlook has a feature called “AutoArchive” whichoals a user to clean up the inbox and to save rgessa
This feature controls the functions of theleted Itemsfolder referred to above. The AutoArchive featoasm
be accessed through tBgtions item in theTools menu. When the Options window opens, selecOder
tab and click on the AutoArchive button. The usa&n then set when the command should be executed,
whether a prompt is requested, and where the adhiwn the file structure. This will then set the
AutoArchive command for the user inbox; the usdl mave to repeat this for each subfolder. Théglo
AutoArchive command must be set prior to settinghesubfolder archive. To AutoArchive a subfoldéght-
click on the subfolder and chooBeoperties. Then select the AutoArchive tab and determirestttings for
this subfolder. Repeat this process for each $dyfo This process must also be repeated forGedeted
Items” icon in the “Outlook Shortcuts” on the lsftle of the Outlook window (see Figure 2 abovefe Tser
can also Archive multiple folders at any time bleséngArchive... from theFile menu. The command can
then be executed on all folders based on their Auafoive settings, or on individual folders basedaodate.
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The AutoArchive process will run each time that I0ok is started.

To view items in the Archive, the user must firpea the Archive. On thigile menu, point tdpen, and then
click Personal Folders File (.pst) Then click on the file “archive.pst”. This widpen the Archive file and
add it to the Folder List. The Archive will recteahe folder directory structure, showing the areti item in
the appropriate folder within any parent foldevghen the Archive folder is opened in the Foldet,Las item
can be dragged from the Archive into another foldehe List.

Messages can also be saved as files. To saw aifjhlight the message and selgave As...from theFile
menu. The message can be saved as a text fim, @sitlook template, in “Message Format,” or asiaivL-
coded file. The user can also save a message rehiting it by selectin§aveor Save As...from theFile
menu. The user can also save attachments byiagl8etve Attachmentsfrom theFile menu. Outlook 2000
allows the user to select individual attachmerdsfthe list of attachments (if more than one) ®riessage
by selecting the next toSave Attachments

Deleting Messages

Deleting messages in both Outlook 2000 and 98 é&aay as right-clicking on an item and selecDajete
from the menu. Alternative methods include ushmghighlighting the item and using tbeletekey on the
keyboard or highlighting and selectibgletefrom theEdit menu (or clicking on thBeletebutton). These
steps also work while the user is reading the ngess@his will move the item to tH2eleted Itemsfolder (the
“Recycle Bin” type icon in th®©utlook Shortcuts column on the left of th®utlook Today window). Any
items in theDeleted Itemsbox will be removed from the system based uporciiée set by the user. To set
this cycle, right-click on th®eleted Itemsicon, chooséroperties, and then click on thautoArchive tab of
theProperties window. Check the box faClean out items older thanand set the time period for the cycle.
The user can then choose to either move itemspeeified folder or permanently delete old iterBgciding
to move items to a folder is best when items iddo$ other than theeleted Itemsfolder, in which case the
user will probably want to permanently remove itdnasn the system.

Lotus Notes*

(These were developed using Lotus Notes versionthére may be similarities to other versions ef th
software) Lotus Notes is a product that integrates e-nsalendar, to do list, and database features. sLotu
Notes has a feature that allows the user to mathagstorage of their e-mail messages by creatingsbased
folders that appear at the left of the user sc(sea figure 3).
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Figure 3 — Screen shot of Lotus Notes User Windoawsng folder list

Creating & Sharing Folders

To create a folder, seleCreate and therFolder from the main menu. The user can then selecthvenehe
folder is to be a personal (access given to ordy tiser folder) or shared folder (access givertherausers on
the server). Enter the name of the folder astitied in figure 4. You then have the option tedhthe
shared button. To use a shared folder the ownet give access to the users they want to share with
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Figure 4 — Screen shot of creating a new folder

Saving Messages

In Lotus Notes a mail database is created for eaehon the system. It consists of the informaitiotme user’s
inbox, i.e., message subject, sender, and dalenedsages are stored on the server unless areséesa local
archive file. Archiving is a feature that allowseusto save e-mail messages from their inbox aé gton their
local hard drive but still maintain all the funatility of Lotus Notes. When a user archives a agesat that point
it is removed from the server.

If Lotus Notes messages are to be saved on a shate@drk drive outside of the Lotus Notes systdm, t
message needs to be highlighted in the user maither selecExport from the file menu. This saves the
message in text format. To save the corresponditigdata, with the message open the user musttigkt
on the metadata and select treachoption. The user should give both the messagdhanthetadata similar
filenames so that the relationship between thedswobe maintained.

*Registered trademarks of the respective manufactur
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